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(54) Secure printing system 

(57) There is provided a system for single-pass electronic printing of a character or character stream having 
a security background on a document. The system makes use of a database of electronic form characters 
which have a preset security background. 

There are also provided methods of use of the above described printing systems. Character and 
character stream generation systems for use in the above described printing systems are further provided. 
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SECURE PRINTING SYSTEM 

Technical field 

The present invention is in the field of security document printing. 

Background to the invention 

There is continuing interest in developing systems to hinder and/or help detect fraudulent 
alteration or duplication of sensitive documents. Sensitive document types might for example, include 
negotiable instruments, especially checks and bank drafts, stock or bond certificates, driving 
licences, identification cards or papers, passports, betting slips, prize or game awards, tickets, or 
documents that simply require validating signatures to be affixed thereto, such as contractual 
agrements. 

One common type of attempted fraud simply involves duplication of the sensitive 
document, for example using a high-quality color xerographic copying process. Another common 
type of attempted fraud involves selective removal of the ink/toner forming the text on the document 
and its subsequent replacement by alternative text 

Negotiable instruments and other such security documents are now often over-printed on 
specially prepared "safety paper which has a background pattern which is not readily reproducible 
by a copying process. The information/text specific to the particular document is then printed onto the 
specially pre-prepared safety paper in a separate printing operation. The background pattern of the 
safety paper may be visible to the human eye. Such a pattern might comprise a complex, often 
multicolored, geometrical pattern, or be a watermark which is most visible when the document is held 
up to the light. Alternatively, the background pattern may be a latent mark that becomes visible or 
legible only upon attempted reproduction on machines such as xerographic photocopiers, or by 
exposure to certain wavelengths of light (e.g. UV). 

A disadvantage associated with the reliance on safety paper lies in the cost of its 
preparation. To stay one step ahead of potential forgers, it is necessary to constantly introduce new 
variants of the background pattern which adds still further to cost. Secure storage of the safety paper 
is also an expensive necessity, since any theft of the paper will give the forger a platform from which 
to produce fraudulent documents on the authentic (stolen) safety paper. 

A further disadvantage with safety paper is that if local shortages of the necessary safety 
paper arise at the document printing site this can results in delays to the printing of the desired 
documents, which can be a serious business or legal problem. For this reason, it would be 
advantageous if security documents could be generated on demand without necessarily requiring 
special paper supplies of pre-printed safety background paper. 

One known approach to the protection of (document specific) text on security documents 
involves printing of the text followed by over-printing of this text with security information such as 
background patterning, or embellishment of some or all of the text. In alternative approaches 
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specially positioned perforations are applied to the document, or the document is coated with 
chemicals (applied pre or post printing), or holographic transparent tape is fixed over the (document 
specific) text, A disadvantage with these types of approach is that they involve multiple printing or 
processing steps which adds to the expense, especially if colored printing techniques are employed. 
There are therefore advantages in the development of on demand security printing systems in which 
both the (document specific) text of the document and the security features are applied in a single 
step (or 'single pass'). 

U.S. Patent No. 5,291,143 describes such a system for the single-pass printing of an image 
comprising aiphanumerics and a plural color safety background pattern. The image is generated by 
integrating electronic information from a standard font database with that of an electronically 
generated safety background pattern, and transmission of this integrated electronic description of the 
image to a printer. Whilst this system provides the advantages associated with single-pass printing, it 
has the disadvantage that the image generation system is relatively complex. 

The Applicant has now developed an alternative, and less complex, single-pass printing 
system which employs a database of characters with a (preset) security background. Thus, the need 
for a separate step of integrating character (font) information with background information is avoided. 

The Applicant has further established that the single-pass secure printing system can be 
advantageously employed in combination with other document security features. For example, the 
combined use of the printing system with safety paper has been found to lead to a particularly secure 
overall system. 

Additionally the Applicant has found that it can be beneficial from a security standpoint if 
the printing systern uses the same toner/ink to print both character and background information. If the 
same toner/ink 1 is employed, the adhesion characteristics of both the printed characters and 
background to the substrate will be identical. Selective removal of character(s) or background is thus 
made more difficult than would be so were different toners/inks of correspondingly different adhesion 
characteristics to be used for the character and background portions. 

Alternatively, different colors of ink can be used for the character and background 
information respectively, allowing for better visual recognition of any attempted tampering. 

Summary of the invention 

The present invention, in one aspect, relates to a system for single-pass printing of a 
character having a security background on a document comprising 

(a) an electronic printer; in communication with 

(b) a character generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character manager capable, on instruction, of retrieving an electronic form 
character from said database and transmitting the electronic form character to said electronic printer 
for single-pass printing on said document 
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characterized in that said database comprises electronic form characters having a security 
background. 

In another aspect, the present invention relates to a system for single-pass printing of a 
character stream having a security background on a document comprising 

(a) an electronic printer; in communication with 

(b) a character stream generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character stream manager capable, on instruction, of retrieving a plurality of 
individual electronic form characters from said database; assembling said individual electronic form 
characters into an electronic form character stream; and transmitting said electronic form character 
stream to said electronic printer for single-pass printing on said document 

characterized in that said database comprises electronic form characters having a security 
background. 

In further aspects, the present invention relates to methods of use of the above described 
printing systems. In still further aspects, the present invention relates to character and character 
stream generation systems for use in the above described printing systems. 

Brief desc ription of the drawings 

Fig 1. is a check prepared in accord with the printing system of the invention. 

Fig 2. is a printed character comprising an alphanumeric and a security background. 

Fig 3. is a printed character stream comprising two alphanumerics and a security 
background. 

Fig 4. is a block diagram of a document printing system having a character stream 
generation system in communication with an electronic printer. 

Detailed description of the invention 
Printing system* 

There are provided systems for single-pass printing of a character or a character stream 
having a security background on a document. 

The singte-pass printing is carried out using an electronic printer, which is responsive to an 
electronically communicated set of instructions to print. Generally, the instructions will be in the form 
of a known electronic printing standard. Essentially any electronic printer is suitable. The printer may 
be in the same location as the other elements of the printing system, or alternatively it may in another 
location and be linked to the rest of the system by for example, a local network or by the internet. 

The receiving medium for the printed character or character stream can be any suitable 
printable substrate, particularly paper or acetate substrates. 
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The term 'single-pass printing' herein is used in its conventional sense, and means that the 
printing operation involves only a single passage of the printable substrate through the printer or 
alternatively, a single passage of the printer across the substrate. 

The term Character' herein means any printable symbol or mark, which is preferably 
distinctive, including particularly alphanumerics. The term 'character stream' herein means a series 
of characters, in any order. In preferred aspects, the character stream can be a series of letters 
assembled to form a word or sentence, a series of numbers, or a series including any mixture of 
letters, numbers and symbols, such as the expression 'pay £1000 sterling to'. 

The characters have a printable 'security background', which term herein is used in the 
sense familiar to one in the art of security printing to mean any printable background 

which acts such as to secure against tampering of the document. Such security 
background can therefore comprise any marks or symbols. The background may be visible to the 
human eye or may be a latent background which is, for example, readable only by use of some 
special detector means, or which becomes readable after some development process. 

In a simple case, the security background may simply be a collection of dots, so that the 
background appears shaded to the human eye. The shapes or arrangement marks or symbols may, 
however, in another aspect, have specific meaning, as with, for example, digital 'glyph' patterns, 
which are machine readable. 'Glyphs' are described, for example, in U.S. Patent No.s 5,091,966, 
5,128,525 and 5,168,147. 

In a preferred aspect, the character or character stream and security background are 
printed with the same ink or toner, for example, using a monochrome printer. This provides the 
advantage that because the ink or toner employed for both characters) and background is the same, 
its adhesion characteristic to the printable substrate will also be the same. Selective removal of 
character(s) or bakground is thus made more difficult than would be so were different inks/toners of 
different adhesion characteristics employed for each of the character and background portions. 

The electronic printer is in communication with a character or character stream generation 
system which includes a database. The term database herein is used to mean any accessible 
storage site or memory where data is kept. 

The database comprises individual characters in electronic form, that is electronic 
descriptions of the characters. Preferaby, the characters are in bit-map form. In a more preferred 
aspect these bit-map form characters have the same pitch, that is to say they have a bit-map cell of 
common pixel width. 

In an essential aspect, the electronic form descriptions in the database are of individual 
characters with a defined security background. Thus, for example, when the descriptions are in bit- 
map form, the bit-map will contain elements relating to both the character and to its security 
background. The security background may be the same for each character or may vary with 
character type. 
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In a preferred embodiment, the database is a 'security font" library comprising descriptions 
of individual characters of the same font, each with a common security background. 

The generation system also comprises a character or character stream manager capable, 
on instruction, of retrieving an electronic form character from the database. By 'on instruction* it is 
meant on receipt of some stimulus by the manager. Such stimulus will generally comprise an 
electronically conveyed signal generated, for example, in response input typed into a personal 
computer, or resulting from the running of a software package. 

When a stream of characters is to be printed, the character stream manager retrieves a 
plurality of individual electronic form characters from the database and assembles the individual 
electronic form characters into an electronic form character stream. 

The character or character stream manager then transmits the electronic form character or 
character stream to the electronic printer for singie-pass printing on the document 

In preferred embodiments the system of the present invention is implemented via a suitably 
configured conventional workstation (persona! computer) operating in communication with an 
electronic printer. An example of such a system is an IBM PC AT (trademark) operating with MS- 
Windows (trademark) and MS-Word (trademark) application software connected to an electronic 
printer such as the Xerox 4230/MRP MICR (trademark) printer which is responsive to Xerox 
4230/MRP (trademark) driver software. A preference is given to Printer Control Language (PCL) type 
driver software as this allows fixed resolution bitmap fonts to be used. The Xerox 4230/MRP MICR 
(trademark) electronic printer has a PCL driver font database loaded with the security character font 
in bitmap form. 

With the Xerox 4230/MRP MICR (trademark) electronic printer PCL driver selected in the 
MS-Word (trademark) application software, the security font becomes available for selection for use 
within a printed document. Thus, when the document is selected for print, the MS-Word (trademark) 
application in conjunction with the Xerox 4230/MRP MICR (trademark) electronic printer PCL driver 
sends a PCL data stream (which contains the embedded secure and standard font information) to the 
Xerox 4230/MRP MICR (trademark) electronic printer.The Xerox 4230/MRP MICR electronic printer 
transposes the PCL data stream into a bitmapped page image which is then single printed onto a 
document. 

Fig 1. shows an example of a check prepared in accord with the printing system of the 
invention. In preparing, the document, the (document specific) text (10) comprising alphanumeric 
characters with a shaded security background was printed on a check (20) having some pre-printed 
text (22) and (pre-prepared) safety background shading (24). 

Fig 2. shows an example of a single printed secure character comprising an alphanumeric 
and a background comprising an essentially regular arrangment of dots. Fig 3. shows an example of 
a printed secure character stream comprising two alphanumerics also having a background 
comprising an essentially regular arrangment of dots. 
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Fig 4. shows, in schematic representation, a document printing system having a character 
stream generation system in communication with an electronic printer which is supplied with paper. 
In operation, the character stream manager communicates with the electronic printer driver to trigger 
retrieval of the (document specific) character information from the electronic font character database. 
The electronic print driver instructs the electronic printer to print the (document specific) character on 
the paper. 

Methods of printing 

According to another aspect of the present invention there are provided methods of printing 
employing the printing systems described hereinbefore. These systems include a database 
comprising electronic form characters having a security background.. 

Accordingly, in one method aspect there is provided a method of printing a character with a 
security background on a document comprising the steps of 

(a) retrieving an electronic form character from a database 

(b) transmitting the retrieved electronic form character to an electronic printer; and 

(c) single-pass printing of the character on said document. 

In another method aspect there is provided a method of printing a character stream with a 
security background on a document comprising the steps of 

(a) retrieving a plurality of individual electronic form characters from said database; 

(b) assembling said individual electronic form characters into an electronic form character 

stream; 

(c) transmitting of the electronic form character stream to said electronic printer; and 

(d) single-pass printing of the character stream on said document. 

Character and character stream generation systems 

According to another aspect of the present invention there are provided character and 
character stream generation systems suitable for use in the printing systems described hereinbefore. 

The character and character stream generation systems employ a database comprising 
electronic form characters having a security background. 

Accordingly, in one aspect there is provided a character generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character manager capable, on instruction, of retrieving an electronic form 
character from said database and transmitting the electronic form character to said electronic printer 
for single-pass printing on a document. 

In another aspect there is provided a character stream generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character stream manager capable, on instruction, of retrieving a plurality of 
individual electronic form characters from said database; assembling said individual electronic form 
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Claims 

1. A system for single-pass printing of a character having a security background on a 
document comprising 

(a) an electronic printer; in communication with 

(b) a character generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character manager capable, on instruction, of retrieving an electronic form 
character from said database and transmitting the electronic form character to said electronic printer 
for single-pass printing on said document 

characterized in that said database comprises electronic form characters having a security 
background. 

2. A system for single-pass printing of a character stream having a security background 
on a document comprising 

(a) an electronic printer; in communication with 

(b) a character stream generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character stream manager capable, on instruction, of retrieving a plurality of 
individual electronic form characters from said database; assembling said individual electronic form 
characters into an electronic form character stream; and transmitting said electronic form character 
stream to said electronic printer for single-pass printing on said document 

characterized in that said database comprises electronic form characters having a security 
background. , 

3. A system according to either of Claims 1 or 2 wherein said electronic printer is a 
monochrome printer. 

4. A system according to either of Claims 1 or 2 wherein said electronic printer is a 
color printer and the color employed for printing the security background is different from the color 
employed for printing the character. 

5. A system according to any of Claims 1-4 wherein said database stores said 
electronic form characters in bit-map form. 

6. A system according to Claim 5 wherein all of the bit-map form characters of said 
database have the same pitch. 



BNSDOCID: <GB 231S324A l_> 



9 



7. A character generation system comprising 

(i) a database of electronic form characters; 

(ii) a character manager capable, on instruction, of retrieving an electronic form 
character from said database and transmitting the electronic form character to said electronic printer 
for single-pass printing on a document 

characterized in that said database comprises electronic form characters having a security 
background. 

8. A character stream generation system comprising 

(i) a database of individual electronic form characters; 

(ii) a character stream manager capable, on instruction, of retrieving a plurality of 
individual electronic form characters from said database; assembling said individual electronic form 
characters into an electronic form character stream; and transmitting said electronic form character 
stream to said electronic printer for single-pass printing on a document 

characterized in that said database comprises electronic form characters having a security 
background. 

9. A method of printing a character with a security background on a document 
employing the system according to Claim 1 comprising the steps of 

(a) retrieving an electronic form character from said database 

(b) transmitting the retrieved electronic form character to said electronic printer; and 

(c) single-pass printing of the character on said document. 

10. A method of printing a character stream with a security background on a document 
employing the system according to Claim 2 comprising the steps of 

(a) retrieving a plurality of individual electronic form characters from said database; 

(b) assembling said individual electronic form characters into an electronic form character 

stream; 

(c) transmitting of the electronic form character stream to said electronic printer; and 

(d) single-pass printing of the character stream on said document. 

11. A method of printing according to either of Claims 9 or 10 wherein said document is 
printed on safety paper. 
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